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• Cross-Site Scripting (XSS) 
• Persistent XSS 
• Exploiting XSS to Run Untrusted Code 
• Guidelines for Preventing XSS Flaws 
• Preventing XSS Flaws 
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• Injection Flaws 
• SQL Injection 
• Consequences of a SQL Injection Attack 
• Second-order SQL Injection 
• LDAP Injection 
• Shell Attack 
• Reverse Shell 
• URL-Based Attacks 
• Malformed URL Attack 
• Insecure Direct Object References 
• Setting Up an Account 
• Exploiting Injection Flaws 
• Guidelines for Preventing Injection Flaws 
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• Session Tokens 
• Token Management 
• Session Management 
• Session Replay 
• Man-in-the-Middle 
• Simulating an MITM Attack 
• Guidelines for Preventing Session Management Flaws 
• Preventing Session Management Flaws 

������������ ������������������������­�������­�
���

• Cross-Site Request Forgery (CSRF) 
• Exploiting CSRF to Access Another User’s Privileges 
• Guidelines for Preventing CSRF Flaws 
• Preventing CSRF Flaws 
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• Unvalidated Redirects and Forwards 
•  Exploiting an Unvalidated Redirect 
• Guidelines for Preventing Unvalidated Redirects and Forwards 
• Preventing Unvalidated Redirects and Forwards
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• Authentication Throughout the IoT Ecosystem Copyright 
2020 CertNexus. All Rights Reserved 

• Threats Related to Inadequate Authentication 
• Password Attacks 
• Credential Protection Flaws 
• Accessing Unsecured Credentials 
• Password Recovery Flaws 
• Account Enumeration 
• Exploiting Poor Password Recovery 
• Machine Authentication 
• Challenges of Authentication on Constrained Devices 
• Credential Protection Strategies 
• Reauthentication 
• Multifactor Authentication 
• Problems Mitigated by MFA 
• Example Authentication Factors 
• Account Lockout Policies 
• Guidelines for Implementing Secure Authentication 
• Implementing Secure Authentication in IoT 
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• Software and Firmware Within the IoT Ecosystem 
• Exploiting Common Application Flaws 
• Lack of Secure End-to-End Solutions 
• Common Software Flaws 
• Desktop and Mobile Apps 
• Special Concerns for Mobile Apps 
• Smartphones and Consumer IoT Devices 
• Input Validation 
• Validation Approaches 
• Fuzzing 
• Secure Application Development 
• IoT Product Research and Evaluation 
• Guidelines for Managing IoT Software Risks 
• Improving Software Security 
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• IoT Miscon�guration Flaws 
• Guidelines for Securing Installed Applications 
• Managing Software Installation and Con�guration Risks 
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• Vulnerabilities in Software Updating and Patching 
• Secure Updates 
• IoT Device Asset Management 
• Guidelines for Implementing Secure Patches and Updates 
• Managing Risks Related to Patches and Updates 
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